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As we head into charter season, we are looking forward to joining the marine
and superyacht communities at the 40th anniversary celebrations of the Palm
Beach boat show starting today!

We are also celebrating our own team this month as part of International
Womens Day, as well as highlighting the on-going security threat posed by
phishing attacks making you #hardtohack
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How a Maritime Cyber Licence can help meet IMO ISM Regulations

CSS Platinum provide a range of IMO Compliance services to ensure a vessel and
organisation meet the requirements of the IMO International SafetyManagement (ISM)
regulations for Cyber Risk Management.

OurMaritime Cyber Licence recognises and certifies to the latest cyber security
guidelines and provides:

Trained Cyber Aware Team and Crew

Certification for Safety & Security

Meet Cyber Risk Management
Guidelines

Secure and Safe Vessel

Lower Insurance Premiums

Adhere to Compliance & Security
Regulations

Download PDF

Learn more about Maritime Cyber Licence

Team Spotlight: InternationalWomen’s Day

CSS Platinum’s Director of Information Security, Charlotte Rileywas asked to discuss her
background and experiences as a woman in business on InternationalWomen’s Day!

As one of the founders of CSS Platinum Charlotte ensures the business is one that is not
only supportive but also diverse and empowering, “driving a level of understanding
between people is so important, we create a positive environment, so everyone works
more effectively together. It’s important for women to be successful in the workplace,
but equally there are gender stereotypes and inequalities for men also.”

Charlotte Riley began her career in the Army before moving to the US to work at NATO.
She is now CTO and a founding member of cyber security specialist CSS Platinum.

https://cssplatinum.com/resources/maritime-cyber-risk-management.pdf
https://cssplatinum.com/resources/maritime-cyber-risk-management.pdf
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Attacked: the Phishing hack that has plagued the oil & gas industry

The spear-phishing campaign targeting the Oil & Gas industrywas discovered in July 2021 but remains active today, presenting a unique and
persistent threat.

This phishing attack delivered a malware file to an internal employee via email, as per the example below. The only action then required to
initiate the malware is for an employee to open the file – a double click that can compromise an entire organisation.

The emails are specifically formatted to appear like valid correspondence between two companies tailored to the intended recipient, utilising
information obtained on social media regarding the employee and/or the company. Unique requests for quotations (RFQ), contracts, and
referrals/tenders to real projects related to the business of the targeted company increases the credibility of the emails and lure victims into
opening the malicious attachments.

Additionally, consider the reputational risk to your organisation. The phishing campaign not only compromises the security of your network, but
it also seeks to use the harvested user credentials to impersonate the victim online to its customers or partners.

Speak to our specialists about how to prevent phishing and cyber-attacks support@cssplatinum.com.
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